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Forward

The Internet is here to stay. For the technologically
challenged such as myself, this fact is frightening.

For me the Internet is a foreign, challenging, confusing,
intimidating and dangerous place. But our children, the
Internet presents communication, games, music, fun and
adventure.

Ultimately, we must accept that it is our responsibility to give
our children and ourselves, the skills to use the Internet with
as much safety, skill and knowledgs possible. To do so,
even the most challenged of us must be aware of the basics.

We must watch over our kids while they play on the Internet
in the same way we watch over them when they play in the
park. The Internet has now given these same predatcess

to our living rooms. Vigilance is key.

60Protecting You in Cyberspac
easy to read reference for everyone. Remarkably, it has
unlocked much of the mystery of cyberspaesen for me.

In my daily work around thessue of child sexual assault with
Bravehearts Inc. we are constantly faced with heart wrenching
stories of children falling victim to clever, manipulative child
sex offenders. Parents are too often oblivious. This book will
prove invaluable for those pmts who are intent on
protecting their children on the Net.

But more widely, this book will help us to negotiate our daily
business transactions over the Internet, help us to clearly
understand the dangers and how to avoid them.
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I commend Jeff for hipassion and commitment, not only to
all users of the Internet, but in particular for his contribution
in protecting our children from sexual assault.

This book is a must for every parent.

Hetty Johnston

Founder & Executive Director

Bravehearts Inc.

www.bravehearts.org.au

bRAVE

“Making a difference in child protection”



OAs we increasingly rely on t
conduct business, a secure computing platform has never been
more important. Along with the vast benefits of increased
connectivity, new security risks have emerga a scale that few
in our industr BillGates | y anticipa

The Need to be Avare!

This book las been written to raise the average r sondés |
awareness of théhreas associated with exploringyBerspace.
Cyberspace is that electronic mediwf computer networks (the
Internet), in which online communication takes place.

It has been reported that in June of 2003 the average persong
computer lasted less than 40 minutesnnected to cyberspace
beforebeingcompromised. In 2004 this was dowo 20 minutes
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The Queensland Government, Office of Economic and Statistical
Research, Il nf ormati on Brief i Ho
Technol ogy: releasddn thd22ndSeRedb@r2@04

foundi The i nternet was acageelS®édd by
years in Queensland in the 12 months to April 2003. Children

were most likely to have used the internet at home (49%),
foll owed by school ( 4@3%) and 8 0 me O |
public library (4%) .0

Combine this with the fact that 95% of Queensland childged 5

to 14 used a computer and you can see why | have set myself the
goal of arming you with the bas&nowledge you need to
successfully addss the issue diprotecting youn cyberspaoca

This book is not a manual of technical solutions. | have however
purposefully used the jargassociated with the oftestrange and
daunting world of @berspace, not to confeig/ou, but to gie you
aninsigh nt o t he | an gberapgce expldrer.Datd ay 6 s
despair,| have included a Glossary of the more confusing terms

and some links to online resources you can take control of your

own learning if you choose.

After reading this bok you should be able to reduce some of the
threas your family face from being active participants in
Cyberspace. As with other aspects of life, you must accept that
there arghreas associated with yberspace participation and it is
important to learn &w to manage thosehreas rather than
allowing your family to become offline hermits when there is such
a vast and exciting new frontier to explore.

One of the issues you should keep at the back of your mind, while
reading this book, isthetrend forde¢ e s t o b e dhatme i a
is, everyday devices like fridges, microwaves and washing

2



machines are being designed to link to cyberspace either througft
wires or by wireless means. As these devices become more
pervasive the reach of exisig threats will increase and your
vigilance will need to increasecordingly

| have also chosen to focus on Microsoft windows products when |
give examples. This is not because | have a bias for this
manufacturerbut becausehe majority of people @stheirproducts

on a regular basis either at work or home. The principles apply
equally as well to GNU Linux, Mac OS X, Unix, Solaris or other
operating systems including th
Pocket PCs and mobile phones.

So, have somdaith and with your newfound knowledge take the
small steps required to safely venture daoto Cyberspace.
Confident that yourmae i n contr ol ylefspacg o u
experience.

The book begins by giving you
you quicky gauge your level of understanding for tio@ic of this
book. I t hen move Threas © tiergfiHen t |
various types and categories thireas are explained in easy to
understand terms. Some cases are given to assist in putting th
threatin context to real life events.

Thi s i s f odrdssingv ¢hé Cylberspadé Divide t o
emphasie the link between €b er space and re
Detectionodo | ooks at what threas av

and t hen ADo Yol ekhe®? giee wal latP
understanding of just how exposed to theeat you may already
be.

I finish up with AdTaki ngbystept i
approach to help you manage tliereas and conclude by

3



specul ati nFrgt whad adnd yaeladtsay in the
AConcl.usiono

| have also inclded some Recommended Readin@gberspace
Referencesa sample Cyberspace Usage Agreement, Protection
Agreement highlights and a Glossary of terms.

| hope you enjoy this book and gahe awareness you needtake
on the challenges ofy®erspace.
- Jeff Garner



Starter Quiz

This quizhas been designed to give you some quick feedback on
your understanding of some of the more obvious issues covered ir
this book. A high score does not mean you knballj but you are
certainly on your way to making more informed decisions about
protecting yourslf in Cyberspace. Good luck with the quiz.

1. Do you use amvirus software?
a. Yes
b. No
c. What is a Virus?

2. Have you updated your antirus software in the last
month?
a. Yes
b. No
c. What is an update?

3. Do you use antgpyware software?
a. Yes
b. No
c. What is Spyware

4. Have you updated your argpyware software in the last
month?
a. Yes
b. No
c. What is an update?

5. Do you use armadware software?
a. Yes



b. No
c. What is Adwaré@

6. Do you use a firewall?
a. Yes
b. No
c. Not Sure

7. Have you downloaded groperating system Updater
Security Patch in the past six months?
a. Yes. | regularly update my system or use Automatic
Updates
b. Yes. But lam not sure how long ago | did it
c. What isan Update or Patch?

8. When you receive an unexpected email with an attachment
you:
a. Reply to find out what thelgave sent you before
opening it
b. Just delete the email
c. Openitto see whatitis

9. When you receive an unexpected email saying you have
won the lotery you:
a. Open the email and follow the links
b. Delete the email
c. Report the email to a relevant body

10.Do you disconnect from the Internet if your PC is going to
be left idle for some time?
a. Yes
b. No
c. Noidea



11.Do your passwords include:
a. Upper and lowercase letserumbers and symbols
b. Any two of the above
c. Just my birthday, initials, registtion or maiden
name or similar

12.When did you last save your working files to another
location (backup to a remote disk, CD etc)?
a. Last month
b. Last year
c. Never

13. Your computer equiment power supply is protected by a
a. Surge protection fuse
b. Uninterruptible power supply
c. Just plugged imo the wall socket

14. Are your telephone lines connected to your
computer/modem protected by a
a. Do not know
b. Gas arrester
c. Telephone filter

15.Doyou supervie y o ur ask of the Internet® s
a. No. | donot need to
b. Yes. When they are at home
c. When | am around



Q1 5 0 -5
Q2 5 0 -5
Q3 5 0 -5
Q4 5 0 -5
Q5 5 0 0
Q6 5 3 -5
Q7 5 3 -5
Q8 5 4 0
Q9 0 4 5
Q10 5 0 -5
Q11 5 3 0
Q12 5 3 0
Q13 2 5 0
Q14 0 5 3
Q15 -10 3 2
Total




Less than O

If there wa ever someone in need of somgb€space protection
it would be you.

Well done! You have the right book so dot hesitate to get your
head arond the issues or better still get @nprofessionaln to get
you off to a secure start.

07 30 points

You need to be more aware of how you can protect gtfuirs
Cyberspace.

So well done! Reading this book is a great start. Invest some time
with your family to learnwhat to do, what not to dand when you
should get some hefpom an IT professional

30-60 points
You aredefinitely aware of the issues. Your PC could be safe but

are you sure? Make sure you get the right advice and keep youl
systems pdated with the latest security patches.

60 + points
What a championYou are aware of the issues and are being

proactive in getting the right protectioviou are now a beginner in
Cyberspace protection.



Notes
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AThe way | s e eainbaw, you gbtta pub up witha n t
the raino.
Dolly Parton

Introducing the Threats

This chapter explores the many and varibdeat lurking in
cyberspace. The intention is not 4oareyou, but to provide you
with a way of thinking about thdifferent threas that exist, how
they are categorised and when you would be most likely to
encounter them.

You should be aware th#treas still exist even when you anmt
connectedo CyberspaceSharing gamesnusicanddocumentsy
swapping computemedia pus your computerat risk of being
infected

The more insidioushreat are those that you dwot directly see
causing damage to your computer and related systems. These ar
programs that record what you are doing and senthtbemation

to someone on the Internet. They may provide target marketing
information back to their creators or, in a worse case, provide your
login details for yar online ecommercefacilities eg: online
banking.
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Most scammers and tricksters relymre o pihherénscuriosity to
spring their trap. If it looks like a scam, sounds like a scam and it
seems too good to be truben it probably is too good to be true.
When did you last win the lottery fromrandom draw of email
addresses?

The threas have developed over five main staggsore the
jargon as it will be explaineas we progress through the byiok

1. Prenet wor k mid 19806s to mid 1
a. Manual propagation mainly via fpy and
micro disks
2. Late 19906s
a. Macro viruses in applicatienlike Word and
Excel took over
3. Turn of the century
a. Virusesspread by mass emailing
4. Early 20006s
a. Combinations of previous threats dominated
5. Most recent
a. Command and control invasiomith Spyware
Adwareand Zombieattacks
b. "Soci al engineeri naged tect
with Phishingand Pharming
6. The future
a. Wireless networks and G3 phonmalicious
attacks
b. Pervasive computingxtends the reach. What
will not be connected?
c. Command and control invasion of automated
systems ad robots

12



The threats have certainly progressed from showiieickhat® to

well organised and IT literate @ups looking for financial @n.

This is no longer an irritating annoyance but has redclut of
Cyberspace to feect the reality of everyday society.oday a
individual doesnat even need to own a computer to behatrmercy

of the technology juggernauds it becomesa commodity
interwoven with ourdaily experiences and sometimes even
replacingthemHow many of usl haaredthb el
at the moment, the computersaredaw! | cert ainly

Now we will take a look atnanyof theindividual threats we face
in Cybersace.
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Adware

Adware is often thought of as that annoyingb browsepop up.
Every time you think you have deleted the sucker, up it pops,again
just to annoy youThis can be even worse when you have one
computer for thevhole family and the pop up is for a pornographic
website.

The more sinister side to these distractions is the software that
often accompanies them but is invisible to you, such as the key
loggersand the hternet activity trackers that provide the fodder for
the target market spammers.
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Eavesdropping or Interception

Most peopletoday, understand that getting information from a
wired netwok like the telephone system orkkerspace requires a
physical connection.

Although this offers some restrictions in accessing the information

on the network it does not mean the network is secure. A common

tool of Information Technology (IT) practitionersi t he fApac.k
s n i fthiatelfows information to be taken off the network without

the sender or receiveeing aware that someone is eavesdropping

on them.

Wirelesst echnol ogi esavetta @ p p imagleforvier y
the average computer literate individual. Some protection is
available throughi d i gertificate® andVirtual PrivateNetwork

(VPN) encryptiontechnologies. At the time of writindhe most

recent standard for wireless transmission effea robust level of
security. This at last giveBusinesses and home users a reliable
encryption standard fowireless transmission that they can have
confidence in.

The use ofHypettext Transport Protocol Secur&lTTPS with
Secure Socket Lay€6SL) encryption for secure communications
over the World Wide Web (WWW) also offers a legéprotection

from eavedroppers. The use offi d i g cettifcdte® for
authentication of websites is also becoming more common and by
doubleclicking on the padlockn your web browser you can
accesdligital certificate information like Wo the certificate was
issued to, who issued it and the dates it is vdbd Any
discrepancies should result in a warning message and you should
not proceed.

16
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