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DISCLAIMER 

 

The material in this publication is of the nature of general 

comment only, and neither purports nor intends to be advice. 

Readers should not act on the basis of any matter in this 

publication without considering and, if appropriate, taking 

professional IT advice with due regard to their own particular 

circumstances.  

 

The author and publisher expressly disclaim all and any 

liability to any person, whether a purchaser of this publication 

or not, in respect of anything and of the consequence of 

anything done or omitted to be done by any such person in 

reliance, whether whole or partial, upon the whole or any part 

of the contents of this publication.  

 

Many of the designations used by manufacturers and sellers to 

distinguish their products are claimed as trademarks. Where 

those designations appear in this book, and GARJEWA was 

aware of the trademark claim, the designations have been 

printed in caps or initial caps. 

 

 

Copyright © Jeff Garner 2005 

 

This book is copyright. Apart from any fair dealing for the 

purpose of private study, research, criticism or review as 

permitted under the Copyright Act, no part of this publication 

may be reproduced, stored in a retrieval system, or transmitted 

in any form or by any means, electronic, mechanical, 

photocopying, recording or otherwise without prior written 

permission. Inquiries are to be made to GARJEWA. 

(www.garjewa.com.au) 
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Forward  

 
The Internet is here to stay.  For the technologically 

challenged such as myself, this fact is frightening.   

 

For me the Internet is a foreign, challenging, confusing, 

intimidating and dangerous place.  But for our children, the 

Internet presents communication, games, music, fun and 

adventure.   

 

Ultimately, we must accept that it is our responsibility to give 

our children and ourselves, the skills to use the Internet with 

as much safety, skill and knowledge as possible.  To do so, 

even the most challenged of us must be aware of the basics.  

 

We must watch over our kids while they play on the Internet 

in the same way we watch over them when they play in the 

park.  The Internet has now given these same predators access 

to our living rooms.  Vigilance is key.  

 

óProtecting You in Cyberspaceô finally provides a simple, 

easy to read reference for everyone.  Remarkably, it has 

unlocked much of the mystery of cyberspace - even for me.   

 

In my daily work around the issue of child sexual assault with 

Bravehearts Inc. we are constantly faced with heart wrenching 

stories of children falling victim to clever, manipulative child 

sex offenders.  Parents are too often oblivious.  This book will 

prove invaluable for those parents who are intent on 

protecting their children on the Net. 

 

But more widely, this book will help us to negotiate our daily 

business transactions over the Internet, help us to clearly 

understand the dangers and how to avoid them. 



 

x 

 

I commend Jeff for his passion and commitment, not only to 

all users of the Internet, but in particular for his contribution 

in protecting our children from sexual assault. 

 

This book is a must for every parent. 

 

Hetty Johnston 

Founder & Executive Director 

Bravehearts Inc. 

 

www.bravehearts.org.au 
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òAs we increasingly rely on the Internet to communicate and 

conduct business, a secure computing platform has never been 

more important. Along with the vast benefits of increased 

connectivity, new security risks have emerged on a scale that few 

in our industry fully anticipated.ò Bill Gates 

 

The Need to be Aware! 
 

This book has been written to raise the average personôs level of 

awareness of the threats associated with exploring Cyberspace. 

Cyberspace is that electronic medium of computer networks (the 

Internet), in which online communication takes place. 

 

It has been reported that in June of 2003 the average personal 

computer lasted less than 40 minutes, connected to cyberspace, 

before being compromised.  In 2004 this was down to 20 minutes. 
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The Queensland Government, Office of Economic and Statistical 

Research, Information Brief ñHousehold Use of Information 

Technology: Australia 2003ò released on the 22nd September 2004 

found ñThe internet was accessed by 63% of children aged 5 to 14 

years in Queensland in the 12 months to April 2003. Children 

were most likely to have used the internet at home (49%), 

followed by school (46%), someone elseôs home (15%) and a 

public library (4%).ò 
 

Combine this with the fact that 95% of Queensland children aged 5 

to 14 used a computer and you can see why I have set myself the 

goal of arming you with the base knowledge you need to 

successfully address the issue of ñprotecting you in cyberspaceò. 

 

This book is not a manual of technical solutions. I have however 

purposefully used the jargon associated with the often strange and 

daunting world of Cyberspace, not to confuse you, but to give you 

an insight into the language of todayôs Cyberspace explorer. Do not 

despair, I have included a Glossary of the more confusing terms 

and some links to online resources, so you can take control of your 

own learning if you choose. 

 

After reading this book you should be able to reduce some of the 

threats your family face from being active participants in 

Cyberspace. As with other aspects of life, you must accept that 

there are threats associated with Cyberspace participation and it is 

important to learn how to manage those threats rather than 

allowing your family to become offline hermits when there is such 

a vast and exciting new frontier to explore. 

 

One of the issues you should keep at the back of your mind, while 

reading this book, is the trend for devices to become ñawareò. That 

is, everyday devices like fridges, microwaves and washing 
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machines are being designed to link to cyberspace either through 

wires or by wireless means.  As these devices become more 

pervasive, the reach of existing threats will increase and your 

vigilance will need to increase accordingly. 

 

I have also chosen to focus on Microsoft windows products when I 

give examples. This is not because I have a bias for this 

manufacturer, but because the majority of people use their products 

on a regular basis either at work or home. The principles apply 

equally as well to GNU Linux, Mac OS X, Unix, Solaris or other 

operating systems including those of todayôs portable devices like 

Pocket PCs and mobile phones. 

 

So, have some faith and with your newfound knowledge take the 

small steps required to safely venture out into Cyberspace. 

Confident that you are in control of your familyôs Cyberspace 

experience. 

 

The book begins by giving you a ñStarter Quizò designed to help 

you quickly gauge your level of understanding for the topic of this 

book. I then move on to ñIntroducing the Threatsò where the 

various types and categories of threats are explained in easy to 

understand terms. Some cases are given to assist in putting the 

threat in context to real life events.  

 

This is followed by ñCrossing the Cyberspace Divideò to 

emphasise the link between Cyberspace and reality. ñTips for 

Detectionò looks at what is available to help us manage the threats 

and then ñDo You Have a Problem?ò will give you an 

understanding of just how exposed to the threats you may already 

be. 

 

I finish up with ñTaking Action!ò where I present a step-by-step 

approach to help you manage the threats and conclude by 
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speculating what ñThe Futureò may hold and have a last say in the 

ñConclusionò.  

 

I have also included some Recommended Readings, Cyberspace 

References, a sample Cyberspace Usage Agreement, Protection 

Agreement highlights and a Glossary of terms. 

 

I hope you enjoy this book and gain the awareness you need to take 

on the challenges of Cyberspace. 

- Jeff Garner 
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Starter Quiz 
 

This quiz has been designed to give you some quick feedback on 

your understanding of some of the more obvious issues covered in 

this book. A high score does not mean you know it all, but you are 

certainly on your way to making more informed decisions about 

protecting yourself in Cyberspace.  Good luck with the quiz. 

 

 

1. Do you use anti-virus software? 

a. Yes 

b. No 

c. What is a Virus? 

 

2. Have you updated your anti-virus software in the last 

month? 

a. Yes 

b. No 

c. What is an update? 

 

3. Do you use anti-spyware software? 

a. Yes 

b. No 

c. What is Spyware? 

 

4. Have you updated your anti-spyware software in the last 

month? 

a. Yes 

b. No 

c. What is an update? 

 

5. Do you use anti-adware software? 

a. Yes 
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b. No 

c. What is Adware? 

 

6. Do you use a firewall? 

a. Yes 

b. No 

c. Not Sure 

 

7. Have you downloaded any operating system Updates or 

Security Patch in the past six months? 

a. Yes. I regularly update my system or use Automatic 

Updates 

b. Yes. But I am not sure how long ago I did it 

c. What is an Update or Patch? 

 

8. When you receive an unexpected email with an attachment 

you: 

a. Reply to find out what they have sent you before 

opening it 

b. Just delete the email 

c. Open it to see what it is 

 

9. When you receive an unexpected email saying you have 

won the lottery you: 

a. Open the email and follow the links 

b. Delete the email 

c. Report the email to a relevant body 

 

10. Do you disconnect from the Internet if your PC is going to 

be left idle for some time? 

a. Yes 

b. No 

c. No idea 
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11. Do your passwords include: 

a. Upper and lowercase letters, numbers and symbols 

b. Any two of the above 

c. Just my birthday, initials, registration or maiden 

name or similar 

 

12. When did you last save your working files to another 

location (backup to a remote disk, CD etc)? 

a. Last month 

b. Last year 

c. Never 

 

13. Your computer equipment power supply is protected by a: 

a. Surge protection fuse 

b. Uninterruptible power supply 

c. Just plugged in to the wall socket 

 

14. Are your telephone lines connected to your 

computer/modem protected by a: 

a. Do not know 

b. Gas arrester 

c. Telephone filter 

 

15. Do you supervise your childrenôs use of the Internet? 

a. No. I do not need to 

b. Yes. When they are at home 

c. When I am around 
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Scoring a b c Score 

Q1 5 0 -5  

Q2 5 0 -5  

Q3 5 0 -5  

Q4 5 0 -5  

Q5 5 0 0  

Q6 5 3 -5  

Q7 5 3 -5  

Q8 5 4 0  

Q9 0 4 5  

Q10 5 0 -5  

Q11 5 3 0  

Q12 5 3 0  

Q13 2 5 0  

Q14 0 5 3  

Q15 -10 3 2  

 Total  
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Less than 0 

 

If there was ever someone in need of some Cyberspace protection 

it would be you.  

Well done! You have the right book so do not hesitate to get your 

head around the issues or better still get an IT professional in to get 

you off to a secure start. 

 

0 ï 30 points 

 

You need to be more aware of how you can protect yourself in 

Cyberspace. 

 So well done! Reading this book is a great start. Invest some time 

with your family to learn what to do, what not to do and when you 

should get some help from an IT professional. 

 

30-60 points 

 

You are definitely aware of the issues. Your PC could be safe but 

are you sure? Make sure you get the right advice and keep your 

systems updated with the latest security patches. 

 

60 + points 

 

What a champion! You are aware of the issues and are being 

proactive in getting the right protection. You are now a beginner in 

Cyberspace protection. 
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Notes
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ñThe way I see it, if you want the rainbow, you gotta put up with 

the rainò. 

Dolly Parton 

 

Introducing the Threats 
 

This chapter explores the many and varied threats lurking in 

cyberspace. The intention is not to scare you, but to provide you 

with a way of thinking about the different threats that exist, how 

they are categorised and when you would be most likely to 

encounter them. 

 

You should be aware that threats still exist even when you are not 

connected to Cyberspace. Sharing games, music and documents by 

swapping computer media puts your computer at risk of being 

infected. 

 

The more insidious threats are those that you do not directly see 

causing damage to your computer and related systems. These are 

programs that record what you are doing and send the information 

to someone on the Internet. They may provide target marketing 

information back to their creators or, in a worse case, provide your 

login details for your online e-commerce facilities eg: online 

banking. 
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Most scammers and tricksters rely on peopleôs inherent curiosity to 

spring their trap. If it looks like a scam, sounds like a scam and it 

seems too good to be true, then it probably is too good to be true. 

When did you last win the lottery from a random draw of email 

addresses? 

 

The threats have developed over five main stages (ignore the 

jargon as it will be explained as we progress through the book): 

 

1. Pre-network mid 1980ôs to mid 1990ôs 

a. Manual propagation mainly via floppy and 

micro disks 

2. Late 1990ôs  

a. Macro viruses in applications like Word and 

Excel took over 

3. Turn of the century 

a. Viruses spread by mass emailing  

4. Early 2000ôs 

a. Combinations of previous threats dominated 

5. Most recent 

a. Command and control invasion with Spyware, 

Adware and Zombie attacks 

b. ñSocial engineeringò techniques have appeared 

with Phishing and Pharming 

6. The future 

a. Wireless networks and G3 phone malicious 

attacks 

b. Pervasive computing extends the reach. What 

will not be connected? 

c. Command and control invasion of automated 

systems and robots 
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The threats have certainly progressed from show off ñBlackhatsò to 

well organised and IT literate groups looking for financial gain. 

This is no longer an irritating annoyance but has reached out of 

Cyberspace to affect the reality of everyday society. Today an 

individual does not even need to own a computer to be at the mercy 

of the technology juggernaut as it becomes a commodity 

interwoven with our daily experiences and sometimes even 

replacing them. How many of us have been told ñI canôt help you 

at the moment, the computers are down!ò? I certainly have. 

 

Now we will take a look at many of the individual threats we face 

in Cyberspace. 
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Adware 
 

Adware is often thought of as that annoying web browser pop up. 

Every time you think you have deleted the sucker, up it pops again, 

just to annoy you. This can be even worse when you have one 

computer for the whole family and the pop up is for a pornographic 

website. 

 

The more sinister side to these distractions is the software that 

often accompanies them but is invisible to you, such as the key 

loggers and the Internet activity trackers that provide the fodder for 

the target market spammers. 
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Eavesdropping or Interception 
 

Most people today, understand that getting information from a 

wired network like the telephone system or Cyberspace requires a 

physical connection. 

 

Although this offers some restrictions in accessing the information 

on the network it does not mean the network is secure. A common 

tool of Information Technology (IT) practitioners is the ñpacket 

snifferò that allows information to be taken off the network without 

the sender or receiver being aware that someone is eavesdropping 

on them. 

 

Wireless technologies have made ñeavesdroppingò very easy for 

the average computer literate individual. Some protection is 

available through ñdigital certificatesò and Virtual Private Network 

(VPN) encryption technologies. At the time of writing, the most 

recent standard for wireless transmission offered a robust level of 

security. This at last gives businesses and home users a reliable 

encryption standard for wireless transmission that they can have 

confidence in. 

 

The use of Hypertext Transport Protocol Secure (HTTPS) with 

Secure Socket Layer (SSL) encryption for secure communications 

over the World Wide Web (WWW) also offers a level of protection 

from eavesdroppers. The use of ñdigital certificatesò for 

authentication of websites is also becoming more common and by 

double-clicking on the padlock in your web browser you can 

access digital certificate information like who the certificate was 

issued to, who issued it and the dates it is valid for. Any 

discrepancies should result in a warning message and you should 

not proceed. 
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